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Abstract: 

This talk will introduce energy-efficient and application-driven system-level solutions for secure 
and spectrum-aware wireless communications. I will present a novel ultra-fast bit-level frequency-
hopping scheme for physical-layer security. This scheme utilizes the frequency agility of devices in 
combination with novel radio frequency architectures and protocols to achieve secure wireless 
communications. To address the wireless spectrum crunch, future smart radio systems will evaluate the 
spectrum usage dynamically and opportunistically use the underutilized spectrum; this will require 
spectrum sensing for interferer avoidance. I will discuss a system-level approach using band-pass sparse 
signal processing for rapid interferer detection in a wideband spectrum to convert the abstract 
improvements promised by sparse signal processing theory, e.g., fewer measurements, to concrete 
improvements in time and energy efficiency. The tightly-coupled system solutions derived at the 
intersection of electronics, security, signal processing, and communications extend in applications beyond 
the examples provided here, enabling innovative IoT solutions for extreme environments. 
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