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Abstract—This paper presents a new framework of identifying
cyber data attacks on synchrophasor measurements. We focus
on detecting ‘“‘unobservable” cyber data attacks that cannot be
detected by any existing detection method that purely relies
on measurements received at one time instant. Leveraging the
approximate low-rank property of phasor measurement unit
(PMU) data, we formulate the unobservable cyber attack identi-
fication problem as a matrix decomposition problem where the
observed data matrix is the sum of a low-rank matrix plus
a linear projection of a column-sparse matrix. We propose a
convex-optimization-based decomposition method and provide its
theoretical guarantee in the attack identification. Numerical ex-
periments on actual PMU data and synthetic data are conducted
to verify the effectiveness of the proposed method.

I. INTRODUCTION

The monitoring, dispatch, and scheduling of power systems
can benefit a lot from the integration of cyber infrastructures
into future smart grids. Such integration, however, makes the
power systems more susceptible to cyber attacks. It is reported
that cyber spies have penetrated U.S. electrical grid [24].
Researchers have also launched an experimental cyber attack
that caused a generator to self-destruct [15].

State estimation [1] is a critical component of power system
monitoring. It continuously updates the system operator about
the operating state based on measurements over various loca-
tions of the system. Errors in the measurement can affect the
state estimations and mislead the system operator. Therefore,
many efforts have been devoted to develop methods that can
identify the bad data, see e.g., [6], [14], [23], [25], [32].

Cyber data attacks are firstly studied in [21] and can be
viewed as “the worst interacting bad data injected by an
adversary”[17]. Malicious intruders can simultaneously ma-
nipulate multiple measurements so that these attacks cannot
be detected by any bad data detector. Because the removal of
affected measurements would make the system unobservable,
these attacks are termed as “unobservable attacks”! in [17].

State estimation in the presence of cyber data attacks has
attracted much research attention recently [3], [9], [17], [21],
[27], [28]. Existing approaches include protecting a small
number of key measurement units such that the intruders
cannot inject unobservable attacks without hacking protected
units [3], [9], [16], as well as detectors designed for attacks in

The term “unobservable” is used in this sense throughout the paper.

the observable regime [17]. Only one recent paper [28] con-
sidered the detection of unobservable attacks in Supervisory
Control and Data Acquisition (SCADA) system and proposed
a detection method based on statistical learning. The method
in [28] has no theoretical guarantee and relies critically on the
assumption that the measurements at different time instants
are i.i.d. samples of random variables. This assumption might
not hold when the system is experiencing some disturbances.

We propose a new method that can identify the unobservable
cyber data attacks to PMUs. It has the theoretical guarantee of
attack detection even when the system is under disturbance,
provided that the attacker only. The intuition is that although
these attacks are undetectable to detectors that rely only on
instantaneous measurements, they can be identified by exam-
ining the temporal correlations in a sequence of measurements,
as long as the intruders do not know the system dynamics.

Low-dimensional structure of PMU data matrix is recently
observed in [7], [8], [12]. We formulate the identification
problem as a decomposition problem of a low-rank matrix
plus a linear projection of a column-sparse matrix. The matrix
decomposition problem has attracted much research attention
recently, see e.g., [4], [5], [26], [31], and have wide applica-
tions in areas like Internet monitoring [18], [22], [29], medical
imaging [10], [11], image processing [2], etc. The situation
that one component is a projection of a sparse matrix, however,
has not been much addressed, except for a recent paper [22]
that has a different problem formulation from ours.

The contributions of this paper are threefold. (1) We propose
the idea of exploiting spatial-temporal correlations in measure-
ments to identify unobservable data attacks. This differentiates
our work with most existing methods that only explore spatial
correlations. (2) We formulate the identification problem into a
matrix decomposition problem and propose a computationally
efficient identification method that does not involve the model-
ing of power system dynamics. (3) We provide the theoretical
guarantee of our method in attack detection, as well as the
general matrix decomposition problem.

The rest of the paper is organized as follows. We formulate
the unobservable attack problem and point out its connection
to other applications in Section II. We propose an identification
method and provide its theoretical guarantee in Section III.
Section IV records our numerical experiments. We conclude
the paper in Section V.
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II. PROBLEM FORMULATION AND RELATED WORK

A. PMU measurements

Consider a power grid that contains n buses with PMUs
installed on some buses. Let p denote the total number of PMU
channels that measure voltage and current phasors. Matrix
M € C'™P contains the collected PMU measurements in
t synchronized time instants. 7 € [p] denotes the set of
PMU channels that are under data attacks. We model the
measurements under attacks as actual phasors plus additive
errors. The observed measurement matrix can be presented as

M =L+ D, ey

where L € C'*P represents the actual phasors without data
attacks, and D € C'*P corresponds to injections by data
attacks. Note column D; is a zero vector for every i ¢ J.
As observed in [7], [8], [12], the PMU matrix L exhibits
low-dimensional structure. In Section II of [12], we analyzed
actual PMU data from the Central New York Power System
(Fig. 1). Six PMUs measure 37 voltage and current phasors,
and the data are reported at 30 samples per second. Fig. 2
shows the current magnitudes of PMU data for a 20-s period.
An event occurs around 2.5s. The singular values of the data
matrix are plotted in Fig. 3. The ninth largest singular value
is 0.5930, while the largest one is 894.6. Therefore we can
approximate the PMU data matrix by a low-rank matrix.
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Fig. 2: Current magnitudes of PMU data (9 current phasors
out of 37 phasors)
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Fig. 3: Singular values of PMU data matrix in decreasing order

where U € CH*", ¥ € C™", V € CP*" (r < t,p)?, and VT
is the conjugate transpose of V. We assume that every nonzero
column of D does not lie in the column space of L, which
is legitimate when the intruders do not have full information
about the system dynamics.

The notations are summarized in Table 1. Matrix A is
column-sparse if it contains a small fraction of non-zero
columns. We call the set of indices of nonzero columns the
column support of A.

TABLE I: Notations

A; the ith column of matrix A.

A« the ¢th row of matrix A.

Az the submatrix of A with column indices in Z.

Pz (A) matrix obtained from A by setting A; to zero for all ¢ ¢ Z.
A€ Pz if and only if Pz(A) = A.

A the spectral norm.
All« the nuclear norm of A, which is the sum of singular values.
Allr the Frobenius norm.
All1,2 the sum of ¢2 norms of the columns A;.
Allco,2  the largest 2 norm of the columns.
Pu(A) := UUT A, the projection of A onto the column space of L.
Py (A) := AVVT, the projection of A onto the row space.
Pr() =Pu()+Pv() —PuPv().
PyL(4) =1 -UUDHA.
Pyi(A) =AU -VVT).
Pri(A) :=PyiPyi(A).
A€ Pp if and only if Pp(A) = A.
z° the complimentary set of set Z.

B. Unobservable cyber data attacks

We use voltage phasors as state variables, and let X € Ct*"
contain the state variables at ¢ instants. We use the 7 equivalent
model to represent a transmission line (Fig. 4). Z% and Y%
denote the impedance and admittance of the transmission line
between bus i and bus j. Current % from bus i to bus j is
related to bus voltage V* and V7 by
Vi—Vi Y
= V/L_.

YA + 2
We define W € CP*™ as follows. If the kth PMU channel

measures the voltage phasor of bus j, ij = 1; if it measures
the current phasor from bus i to bus j, then Wy; = 1/Z% +

T4 =

2Strictly speaking, L is approximately low-rank and can be viewed as the
summation of a low-rank matrix plus noise. We assume L is strictly low-
rank for notational simplicity, and the results can be extended to approximate
low-rank matrices with simple modifications.
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Fig. 4: m model of a transmission line

Y /2, Wy; = —1/Z%; Wy; = 0 otherwise. The actual PMU
measurements and the state variables are related by

L=xwT. )

The attack at time 4 is called unobservable’ if and only if
Mi_’* = El* + Dl* = Xi_’*WT + Dl* = (Xiy* + ai)WT

holds for some nonzero row vector o € C!*". The attack,
denoted by data injection D; ., is unobservable since no
detector can differentiate X; . and X, . + o' based on M, ..
We consider the scenario that the attacks at all time instants
are unobservable. The attack matrix can be represented by

wT .=cw? 3)

where W; = W;/||W;]||. C represents the additive error (up
to a scaling factor) to bus voltages due to data attacks, i.e.,
|[W;||C; is the error to bus voltage V7. Let Z € [n] denote the
column support of C. We assume C' is column-sparse because
intruders might only alter some of the state variables due to
resource constraints.
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Fig. 5: Three-bus example

We use a three-bus network (Fig. 5) to illustrate the nota-
tions. Let VI, V2, V3 112 113 121 123 ¢ C**! denote the
bus voltages and line currents in ¢ instants. Assume two PMUs
are installed at bus 1 and bus 2. The PMU measurements
without attacks are

I’J — [Vl,IIQ,Ilg,VQ,IQI,I23] — [Vl’v2’v3]WT (4)

3[21] is centered on DC model where power measurements and state vari-
ables are approximately related by linear equations. Here PMU measurements
and state variables are accurately related by linear equation (2).

where W7 is shown as follows.
1
Z1z

yi2 1 yis 1
1 + 5 w5 0 — 1z 0
0 _ 1 0 1 Loy y? 1o y®
712 1 712 2 7723 L 2
0 0 — 13 0 0 —

Suppose the intruder attacks all channels of PMU 1 and
the channel of PMU 2 that measures I'3 and manipulates
these measurements so that the system operator would have the
wrong estimation that the system states are [V + 31, V2 +
B2, V3] for any nonzero 3', B2 € C!*!. In this case, the
measurements under attacks should be

M=[V'+8', Vv V4wt

1 1y12 1_ 32
:[V1+51,112+%+B2 e B P

V2,12 gl/712 118 _ 32713,

3ly12
13
A 2

The additive errors due to attacks are

D=M—L=[8", 8% 0W" =[|[W]8",|[W2] 8% 0]WT.
Therefore, we have

M=L+Cw?T. 3)
With the increasing installation of PMUs in a smart grid, we
anticipate that the total number of PMU channels p will be
larger than the number of buses n. Thus, the transform in (3)
reduces the dimension of the unknowns in data attacks.

C. Applications beyond power system monitoring

Our problem formulation in (5) is closely related to those
in [31] and [22]. We borrow the ideas from [31] for our
identification method and analysis; however, we address a
more general framework of matrix decomposition than the
one in [31], and the analysis here is more involved. C in
[22] is assumed to be a sparse matrix where the locations of
nonzero entries in different rows are different and selected
independently of other rows, while we consider the scenario
that the locations of the nonzero entries are the same for
each row of C. The corresponding decomposition methods
and analysis are also different.

Our proposed method can be applied to other domains
that involve decomposing a matrix as in (5). As discussed
in [22], these applications include unveiling network traffic
anomalies [18], [29], dynamic magnetic resonance imaging
[10], [11], face recognition [2], and separation of singing
voices from music accompanies [19], [20]. For the detection
of network traffic anomalies, each column of M corresponds
to the traffic volume on one link in the Internet across ¢ time
instants. L represents the normal traffic on the links, and C
represents the anomalies in origin-to-destination (OD) flows.
W represents the routing matrix, which is usually a flat matrix.
[22] considers the scenario that the OD flows that contain
anomalies are different in different sampling instants, while
we consider the scenario that the abnormal OD flows do not
change in a short period of time.
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Method 1 Unobservable cyber attack identification method

Input: PMU measurements in ¢ instants, represented by M
Find (L*, C*), the optimum solution to the following
optimization problem

L]l + AllC

min
LeCtxp, CeCtxn

M=L+CWT (6)

1,2 S.t

Compute the SVD of L* = U*L*V*T,
Find column support of D* = C*WT, denoted by J*.
Return: L7%.., U* and J~.

III. IDENTIFICATION OF DATA ATTACKS
A. Identification method and guarantee

We say a method can identify an unobservable attack if
it successfully determines the set J of PMU channels that
are under attack and reconstructs measurements that are not
attacked. Our proposed method is summarized in Method 1.
Note that (6) is a convex program and can be solved efficiently
by genetic solvers such as CVX[13]. Given L = UXVT and
W, we define

e = [[VIW]|e.2,
1 2= max [ W)
1]

max |[(WiWz) ™.

o) =
T:|Z|<k

Note that o7 = 1 as W has unit-norm columns. € depends on
the rank r of L, since ||V[|% = r.
Given positive k, define the function

fil@) = 1/2 = 2) + V(1 + (k= D)oz — 1,

and let ¢, be the solution to fx(z) = 0. Then ¢, < 1
for all positive k since fj(x) is strictly increasing in z, and
fx(z) = 1. Lemma 1 demonstrates the existence of a proper
A for Method 1 to identify the unobservable data attacks.

Lemma 1. If it holds that

2=+ B —di)e+an <1, @
then pick the largest positive integer k* such that
o2 p(k* + (k72 — k")) + o €(3 — D) V/E* + (k72 — k)

+ K ope (1 — e ) + g < 1 (®)
holds. Define
L (1)
(1= ko p)(1 — %) — opeel — 07 ul'2’
Mnax = i’
(2 — 1/)*)Uk*r

where 1* := Uy, and T := VE* + (k*2 — k*)u. Then we
have )\min < /\max-

Proof: 1If k* = 1, then (8) is reduced to (7). Then
condition (7) guarantees the existence of a positive £*. Then
(8) implies that A\pin < Amax- [ |

Theorem 1. As long as the column support of C has size at
most k*, for any A € [Amin, Amax), Where k*, Amin and Amax
are defined in Lemma 1, the output of Method 1 satisfies

Ururt = uut,
1.7* = j Clnd L*J*c - .Z/jc.

Theorem 1 guarantees that the “clean” PMU measurements
could be identified. Furthermore, the subspace spanned by
the actual phasors can be recovered, even though we do not
recover the actual measurements that are under attack.

Method 1 is greatly inspired by [31]. In fact, after post-
multiplying W(WZ W)~ to both sides of (1), we have

MW WTwW)=t = Lw(WTw)=! +C, )

where the right-hand side is the summation of a low-rank
matrix plus a column-sparse matrix. Then, the results of [31]
can be directly applied to (9). We do not follow this path due
to two reasons. First, MW (WTW)~! cannot be computed
if some entries of M are missing, while Method 1 can be
easily extended to scenarios with missing data by restricting
the constraints in (6) to the observed measurements. Second,
(WTW)~! does not exist when W is a flat matrix, i.e., p < n,
while Method 1 and Theorem 1 do not rely on the assumption
that W is a tall matrix and can be applied to an arbitrary W.
When W is an Identify matrix, Theorem 1 can be reduced to
Theorem 1 of [31]. We skip this discussion here.

To the best of our knowledge, only one recent paper [28]
considered the detection of unobservable attacks to SCADA
data. The authors assume the measurements are i.i.d. random
variables. Their method requires sufficient ambient data for
statistical learning and does not have theoretical guarantee.
Our method leverages the low-dimensional property of PMU
measurements and is guaranteed to identify data attacks even
though the system is under disturbance.

B. Proof sketch of Theorem I

The proof of Theorem 1 follows the same line as the proof
of Theorem 1 in [31]. With the additional projection matrix
W, our proof is more involved than the one in [31].

We design the following Oracle Problem (10) by adding
explicit constraints that the solution pair should have the
correct column space of L and the correct column support of
C. The major step is to show that an optimal solution (L*,C*)
to (6) is also an solution to Oracle problem (10). Note that
Oracle problem is only designed for analysis, since U and Z
are unknown to the operator.

Oracle Problem Ill/llél IZ|L« + AMC|1.2

st. M=L+CWT
Py(L) = L, P;(C) = C.

Let (L', C") be an optimal solution to Oracle problem (10).
We define Py (Q) := Py + Py — Py Py, where the SVD
of L' = U'S'V'T. Define

B(C'):={H ecC™ |VieT : H, =C/|Cl;
VieIN(T)°: ||Hill2 <1}

(10)
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where 7’ is the column support of C’. From [31] we have
Lemma 2 (Lemma 4 and Lemma 5 of [31]).

U'v't =0Ut.
There exists an orthonormal matrix V € Ct*P such that

U'vt=ovt. an

Also, we have
Pri =Py + Py, — PyPy: =Py + Py — PPy

The condition when a solution to Oracle problem (10) is
also a solution to (6) is stated in the following lemma,

Lemma 3. An optimal solution (L', C") to (10) is an optimal
solution to (6) if there exists ) € Ct*P that satisfies

(@)Pr(Q) =U'V'T,  (®)|Pr(Q) <1,
(@(@W)z/X € 8(C), and (d)[[(QW)zells0,2 < A
If both (b) and (d) are strict, and Pz N Py = {0}, then

any optimal solution (L*,C*) to (6) satisfies Pg(L*) = L*,
Pz(C*) = C*.

12)

The major technical step is to construct @, called the dual
certificate, thatA satisfies (12). Our construction method is as
follows. Pick H € &(C”) that satisfies

Viwz = \UTH. (13)
Define
o= )\H(W%WI)AW%’ a4
Ay = PU((I))v
Ao := Py (I — Pw, )Py (I + Z(PVPWiPV)i)PV((I))’

=1 (15)

where -

Pw, (X) = XWj(WfTWi) 1WfT'

Q= UVT+(I)_A1—A2. (16)

We show that @) in 16 is well defined in Appendix-B. The
following lemma shows that ) in (16) is the desired dual
certificate.

Lemma 4. If the column support of C has size no greater
than k*, then for any X\ € [Amin, Amax)> Where k*, Apin and
Amax are defined in Lemma 1, QQ defined in (16) satisfies (12).

Theorem 1 follows when we combine Lemma 3 and Lemma
4. Due to the space limitation, we skip the proofs of these two
key lemmas. Please refer to [30] for the proofs.

IV. SIMULATION

We explore the performance of data attack identification
method on both synthetic data and actual PMU data. We use
CVX [13] to solve (6).

A. Performance on synthetic data

We investigate the performance of Method 1 according to
different rank 7 of L and the number of corrupted columns
of C, using randomly generated synthetic data. Fix ¢t = p =
50. Given rank r, we generate matrices A € RY*" and B
€ RPX" with each entry independently drawn from Gaussian
N(0,1) and set L := ABT. We generate matrix W € RP*"
with independent \V'(0, 1) entries. To generate a column-sparse
matrix C' € R**", we randomly select the column support and
set the nonzero entries to be independent N'(0, 1). We simulate
the observed measurement matrix M according to 5.

n =100

10

2 4 6 10
Number of corrupted columns

2 4
Number of corrupted columns

Fig. 6: Matrix decomposition performance for different n

We apply Method 1 to obtain the estimation (L*, C*). \ is
set to be 0.9. We identify a column of C* to be nonzero if
its /5 norm exceeds some predefined threshold that is close to
zero. Method 1 succeeds if ||[U*U*T — UUT||o < e for some
small positive €, and the column supports of C' and C* are the
same. We vary rank r and the number of corrupted columns
and take 100 runs for each case. Fig. 6 shows the transition
property of Method 1 in gray scale. White stands for 100%
success while black denotes 100% failure. When n is 25, W
is a tall matrix (p > n). When n is 100, W is a flat matrix
(p < n). For both simulations, method succeeds even when
rank 7 is eight, and C has two nonzero columns.

B. Performance on actual PMU data

We consider the PMU data shown in Section II-A. We con-
sider the scenario that the intruder changes the measurements
of I'2 and I°? to inject unobservable attacks that will lead
to an error in the estimation of the voltage of bus 2. Two 2-
second PMU datasets are tested. One contains ambient data
(t =17 ~ 19s in Fig. 2). The other one contain the data with
abnormal event (! = 2 ~ 4s in Fig. 2). A is set to be 1.

Ambient data Data containing abnormal event

w
o

30

N
o
N
o

N
o
N
o

/5 norm of the column

/5 norm of the column

o

o
OO

5 10 15
Column index

5 10 15
Column index

Fig. 7: {3 norm of each column of C* for ambient and
disturbed data
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Because actual PMU data contain noise, we identify a
column to be nonzero if its {5 norm exceeds some predefined
threshold. Fig. 7 shows the 5 norm of each column of the
resulting C* matrix by Method 1. The column index Fig. 7
corresponds to the bus number in the power system. One can
see our method successfully identifies that the estimation of
the voltage of bus 2 is corrupted. Because the entries in W
corresponding to I'? and I°? are nonzero for bus 2, then the
PMU channels measuring I'? and I°? can also be correctly
identified as corrupted through the relationship in (3).

V. CONCLUSION AND DISCUSSIONS

Existing cyber attack detection methods usually use the
measurements at one time instant and only explore the spatial
correlations. We further exploit the temporal correlations and
develop a method that are guaranteed to correctly identify
cyber data attacks that were considered unobservable. Al-
though motivated by power system monitoring, our results can
be applied to other scenarios like Internet traffic monitoring,
dynamic MRI, face recognition, etc.

We have not considered data losses and measurement noise
in this paper. We are currently developing the identification
method of cyber data attacks and its theoretical guarantee
when part of the measurements are lost during the commu-
nication to the central operator. We are also analyzing the
performance when the measurement contain noise.

ACKNOWLEDGEMENT

We thank New York Power Authority for providing PMU
data for the Central NY Power System. This research is
supported in part by the ERC Program of NSF and DoE
under NSF Award EEC-1041877 and the CURENT Industry
Partnership Program, and in part by NYSERDA Grants #36653
and #28815.

REFERENCES

[1] A. Abur and A. G. Exposito, Power system state estimation: theory and
implementation. CRC Press, 2004.

[2] R. Basri and D. W. Jacobs, “Lambertian reflectance and linear sub-
spaces,” IEEE Trans. Pattern Anal. Mach. Intell., vol. 25, no. 2, pp.
218-233, 2003.

[3] R. B. Bobba, K. M. Rogers, Q. Wang, H. Khurana, K. Nahrstedt,
and T. J. Overbye, “Detecting false data injection attacks on DC state
estimation,” in Proc. the First Workshop on Secure Control Systems
(SCS), 2010.

[4] E.J. Candes, X. Li, Y. Ma, and J. Wright, “Robust principal component
analysis?” Journal of the ACM (JACM), vol. 58, no. 3, p. 11, 2011.

[5] V. Chandrasekaran, S. Sanghavi, P. A. Parrilo, and A. S. Willsky,
“Rank-sparsity incoherence for matrix decomposition,” SIAM Journal
on Optimization, vol. 21, no. 2, pp. 572-596, 2011.

[6] J. Chen and A. Abur, “Placement of PMUs to enable bad data detection
in state estimation,” IEEE Trans. Power Syst., vol. 21, no. 4, pp. 1608—
1615, 2006.

[71 Y. Chen, L. Xie, and P. Kumar, “Dimensionality reduction and early
event detection using online synchrophasor data,” in Proc. IEEE Power
and Energy Society General Meeting, 2013, pp. 1-5.

[8] N. Dahal, R. L. King, and V. Madani, “Online dimension reduction of
synchrophasor data,” in Proc. IEEE PES Transmission and Distribution
Conference and Exposition (T&D), 2012, pp. 1-7.

[9] G. Dan and H. Sandberg, “Stealth attacks and protection schemes
for state estimators in power systems,” in Proc. IEEE International
Conference on Smart Grid Communications (SmartGridComm), 2010,
pp- 214-219.

[10] J. P. Finn, K. Nael, V. Deshpande, O. Ratib, and G. Laub, “Cardiac
MR imaging: State of the technologyl,” Radiology, vol. 241, no. 2, pp.
338-354, 2006.

[11] H. Gao, J.-F. Cai, Z. Shen, and H. Zhao, “Robust principal compo-
nent analysis-based four-dimensional computed tomography,” Physics
in medicine and biology, vol. 56, no. 11, p. 3181, 2011.

[12] P. Gao, M. Wang, S. Ghiocel, and J. H. Chow, “Modeless reconstruction
of missing synchrophasor measurements,” in Proc. IEEE PES General
Meeting, 2014.

[13] M. Grant and S. Boyd, “CVX: Matlab software for disciplined convex
programming, version 1.21,” http://cvxr.com/, Oct. 2010.

[14] E. Handschin, F. Schweppe, J. Kohlas, and A. Fiechter, “Bad data
analysis for power system state estimation,” [EEE Trans. Power App.
Syst., vol. 94, no. 2, pp. 329-337, 1975.

[15] C. Herridge, M. Levine, M. Emanuel, and M. Oinounou,
“Sources: Staged cyber attack reveals vulnerability in power grid,”
http://www.foxnews.com/politics/2009/04/08/cyberspies-penetrate-
power-grid-leave-software-disrupt/, 2009.

[16] T. Kim and H. Poor, “Strategic protection against data injection attacks
on power grids,” IEEE Trans. Smart Grid, vol. 2, no. 2, pp. 326-333,
2011.

[17] O. Kosut, L. Jia, R. Thomas, and L. Tong, “Malicious data attacks on
smart grid state estimation: Attack strategies and countermeasures,” in
Proc. IEEE International Conference on Smart Grid Communications
(SmartGridComm), 2010, pp. 220-225.

[18] A. Lakhina, M. Crovella, and C. Diot, “Diagnosing network-wide traffic
anomalies,” in ACM SIGCOMM Computer Communication Review,
vol. 34, no. 4, 2004, pp. 219-230.

[19] Y. Li and D. Wang, “Separation of singing voice from music accompa-
niment for monaural recordings,” IEEE Trans. Audio, Speech, Language
Process., vol. 15, no. 4, pp. 1475-1487, 2007.

[20] Z. Lin, A. Ganesh, J. Wright, L. Wu, M. Chen, and Y. Ma, “Fast convex
optimization algorithms for exact recovery of a corrupted low-rank
matrix,” Computational Advances in Multi-Sensor Adaptive Processing
(CAMSAP), vol. 61, 2009.

[21] Y. Liu, P. Ning, and M. K. Reiter, “False data injection attacks against
state estimation in electric power grids,” ACM Transactions on Informa-
tion and System Security (TISSEC), vol. 14, no. 1, p. 13, 2011.

[22] M. Mardani, G. Mateos, and G. Giannakis, “Recovery of low-rank
plus compressed sparse matrices with application to unveiling traffic
anomalies,” IEEE Trans. Inf. Theory, vol. 59, no. 8, pp. 5186-5205,
2013.

[23] H. M. Merrill and F. C. Schweppe, “Bad data suppression in power
system static state estimation,” IEEE Trans. Power App. Syst., no. 6, pp.
2718-2725, 1971.

[24] J. Meserve, “Sources: Staged cyber attack reveals vulnerability in power
grid,” http://www.cnn.com/2007/US/09/26/power.at.risk/ , 2007.

[25] A. Monticelli and A. Garcia, “Reliable bad data processing for real-time
state estimation,” IEEE Trans. Power App. Syst., no. 5, pp. 1126-1139,
1983.

[26] B. Recht, M. Fazel, and P. A. Parrilo, “Guaranteed minimum-rank
solutions of linear matrix equations via nuclear norm minimization,”
SIAM Rev., vol. 52, no. 3, pp. 471-501, 2010.

[27] H. Sandberg, A. Teixeira, and K. H. Johansson, “On security indices
for state estimators in power networks,” in Proc. the First Workshop on
Secure Control Systems (SCS), 2010.

[28] H. Sedghi and E. Jonckheere, “Statistical structure learning of smart grid
for detection of false data injection,” in Proc. IEEE Power and Energy
Society General Meeting (PES), 2013, pp. 1-5.

[29] M. Thottan and C. Ji, “Anomaly detection in IP networks,” IEEE Trans.
Signal Process., vol. 51, no. 8, pp. 2191-2204, 2003.

[30] M. Wang, P. Gao, S. Ghiocel, J. H. Chow, B. Fardanesh,
G. Stefopoulos, and M. P. Razanousky, “Identification of "unobservable"
cyber data attacks on power grids,” 2014. [Online]. Available:
http://ecse.rpi.edu/~wang/pub/SmartGridComm14.pdf

[31] H. Xu, C. Caramanis, and S. Sanghavi, “Robust pca via outlier pursuit,”
IEEE Trans. Inf. Theory, vol. 58, no. 5, pp. 3047-3064, May 2012.

[32] W. Xu, M. Wang, L. Lai, and A. Tang, “Sparse error correction from
nonlinear measurements with applications in bad data detection for
power networks,” IEEE Trans. Signal Process., vol. 61, no. 24, pp.
6175-6187, 2013.

835




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


