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Abstract—Although the kriged Kalman filter (KKF) has well-
documented merits for prediction of spatial-temporal processes,
its performance degrades in the presence of outliers due to
anomalous events, or measurement equipment failures. This
paper proposes a robust KKF model that explicitly accounts for
presence of measurement outliers. Exploiting outlier sparsity, a
novel �1-regularized estimator that jointly predicts the spatial-
temporal process at unmonitored locations, while identifying
measurement outliers is put forth. Numerical tests are con-
ducted on a synthetic Internet protocol (IP) network, and real
transformer load data. Test results corroborate the effectiveness
of the novel estimator in joint spatial prediction and outlier
identification.

Index terms— Robust estimation, kriging, Kalman filter,
sparsity, IP path delay monitoring.

I. INTRODUCTION

The kriged Kalman filter (KKF) has been shown useful

for prediction of spatial-temporal processes arising in settings

as diverse as environmetrics [1], [2], path delay monitoring

in IP networks [10], and spectrum sensing [9]. It combines

the merits of the Kalman filter (KF), the “work-horse” for

state estimation and prediction in dynamic processes, as well

as kriging [3], a linear spatial interpolation technique whose

origins can be traced back to the mining community. Al-

though the KKF is provably optimal when noise terms are

Gaussian, due to its reliance on a squared-error risk function,

its predictive performance degrades when contaminated with

outliers. Outliers deviate significantly from nominal models

for spatial-temporal processes, and typically arise as a result

of anomalous events, or failure of measurement equipment

e.g., faulty sensors in environmental monitoring applications.

Several approaches have been proposed for developing KF

estimators that are robust to outliers in measurements, the state

model, or both [5], [7]. Although these can be deployed for

robustification of the Kalman step in the KKF, a systematic

approach for jointly robustifying both the Kalman and kriging

steps has not been investigated. The present paper extends

the benefits of these prior robust estimators to the KKF, by

deriving an estimator that reliably identifies both the locations

and values of measurement outliers.

This work explicitly models outliers by introducing an addi-

tive vector in the KKF measurement equation. The crux of the
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proposed approach lies in recognizing that the outlier vector

is inherently sparse; that is, non-zero entries only exist at

indices corresponding to outlier-contaminated measurements.

Capitalizing on this prior knowledge, a link is drawn with �1-

minimization approaches, that have recently been advocated

for sparsity-promoting regularized estimators. This approach

lies within the broader context of recently proposed robust

models that exploit sparsity to facilitate outlier-rejection in

canonical learning and estimation tasks; see e.g., [5], [6].

The robust KKF developed here extends the benefits of this

framework to prediction of spatial-temporal processes, espe-

cially in scenarios where the measurement process is known

to be prone to outlier contamination.

The rest of this paper is organized as follows. The ro-

bust KKF model is presented, and a formal statement of

the problem is given in Section II. Section III derives a

novel estimator that capitalizes on outlier sparsity. Practical

applications involving path delay monitoring for IP networks,

and spatial prediction of transformer loads in energy grids are

identified in Section IV. Results of numerical tests conducted

on synthetic IP path delay data, and real transformer load

data are presented in Section V, while conclusions and future

directions are given in Section VI.

II. MODEL AND PROBLEM STATEMENT

Consider a spatial-temporal process with states{
x(t) ∈ R

M
}T

t=1
evolving over time intervals t = 1, . . . , T ,

as follows

x(t) = Hx(t− 1) + η(t) (1)

where the noise η(t) is assumed 0-mean Gaussian with

covariance matrix Cη , i.e., η(t) ∼ N (0,Cη). Suppose the

process is observed at K spatial locations {sk}Kk=1 per interval

t, and each observation y(sk, t) admits the following KKF

measurement model [1],

y(sk, t) = μ(sk, t) + ν(sk, t) + ε(sk, t), k = 1, . . . ,K. (2)

The so-termed trend in (2) admits the following linear model,

μ(sk, t) =

M∑
m=1

αm(sk)xm(t) (3)

with {αm(sk)}Mm=1 denoting spatially-varying coefficients.

Small-scale spatial variations are captured by the term ν(sk, t)
whose values are correlated in space, while measurement noise

is captured through ε(sk, t), and it is assumed spatially and



temporally white. The KKF predicts values {y(sk, t)}K+J
k=K+1

at J unobserved locations {sk}K+J
k=K+1 for t = 1, . . . , T by:

1) estimating the state x̂(t) during each time interval via

ordinary Kalman filtering (KF) equations; and 2) predicting

{ŷ(sk, t)}K+J
k=K+1 in a “kriging” step that essentially boils

down to linear minimum mean square estimation (LMMSE).

The present paper proposes an outlier-aware measurement

model by augmenting (2) with the outlier term o(sk, t), that

is,

y(sk, t) = μ(sk, t) + ν(sk, t) + ε(sk, t) + o(sk, t) (4)

for k = 1, . . . ,K. Critical to the success of the novel approach

is recognizing that o(sk, t) �= 0 only if y(sk, t) is contaminated

by an outlier.

Let yo(t) := [y(s1, t), . . . , y(sK , t)]� ∈ R
K collect mea-

surements at the K observed locations. Similarly, let the K×1
vectors o(t), ν(t) and ε(t) collect outliers at time t, the

spatially correlated noise component, and measurement noise,

respectively. Equation (2) can now be written in vector form

as

yo(t) = Aox(t) + ν(t) + ε(t) + o(t) (5)

where Ao := [α�(s1), . . . ,α�(sK)]� and the M × 1 vec-

tor α(sk) := [α1(sk), . . . , αM (sk)]
� ∈ R. In addition,

let Cν and Cε respectively denote the covariance matri-

ces of ν(t), ε(t). Furthermore, define the M × J ma-

trix Au := [α�(sK+1), . . . ,α
�(sK+J)]

�, and yu(t) :=
[y(sK+1, t), . . . , y(sK+J , t)]

� ∈ R
J whose entries correspond

to instances of the unmonitored spatial-temporal process at

time t.

Given {yo(t)}Tt=1, H, Ao, Au, Cν , Cε, and Cη , the goal of

the robust KKF is to optimally identify the measurement out-

liers {o(t)}Tt=1, while predicting the values of the unobserved

process {yu(t)}Tt=1.

III. EXPLOITING OUTLIER SPARSITY

Assume o(t) is known, and denote the outlier-compensated

measurements by ỹo(t) := yo(t) − o(t), then the KF step

recursively estimates the state per t as

x̂(t) = Hx̂(t− 1) +K(t)[ỹo(t)−AoHx̂(t− 1)] (6)

with error covariance matrix

M(t) := E
{
(x(t)− x̂(t))(x(t)− x̂(t))�

}
= (I−K(t)Ao)(HM(t− 1)H� +Cη). (7)

Correspondingly, the Kalman gain matrix K(t) turns out to be

K(t) = (HM(t− 1)H� +Cη)A
�
o (Cν +Cε

+Ao[HM(t− 1)H� +Cη]A
�
o )
−1. (8)

The “kriging” step leverages LMMSE, predicting the sequence

{yu(t)}Tt=1 via

ŷu(t) = Aux̂(t) +AuCνA
�
o Σ

−1(ỹo(t)−Aox̂(t)) (9)

per t, with Σ := AoCνA
�
o +Cε. Rearranging (6) by collecting

the coefficients of x̂(t− 1) yields

x̂(t) = K(t)ỹo(t) + {H−K(t)AoH}x̂(t− 1) (10)

which upon substitution into (9), one obtains

ŷu(t) = {(Au −AuCνA
�
o Σ

−1Ao)K(t)

+AoCνA
�
o Σ

−1}ỹo(t)

+{(Au −AuCνA
�
o Σ

−1Ao)

(H−K(t)AoH)}x̂(t− 1). (11)

Note that (11) can be conveniently written as

ŷu(t) = B(t)ỹo(t) +D(t)x̂(t− 1) (12)

where B(t) := Au(I−CνA
�
o Σ

−1Ao)K(t)+AoCνA
�
o Σ

−1,

D(t) := Au(I − CνA
�
o Σ

−1Ao)F(t), and F(t) := H −
K(t)AoH. Initializing x̂(0) = 0, {ŷu(t)}Tt=1 can be esti-

mated entirely from outlier-compensated measurements, thus

eliminating the intermediate step of determining {x̂(t)}Tt=1.

For example,

ŷu(1) = B(1)ỹo(1)

ŷu(2) = B(2)ỹo(2) +D(2)K(1)ỹo(1)

ŷu(3) = B(3)ỹo(3) +D(3)K(2)ỹo(2)

+D(3)F(2)K(1)ỹo(1). (13)

for t = 1, 2, 3. In general, setting x̂(0) = 0, one can write (12)

in matrix-vector form as

ŷu = ΦT ỹo (14)

where ŷu := [ŷ�u (1), . . . , ŷ
�
u (T )]

�, and ỹo := [ỹ�o (1), . . . ,
ỹ�o (T )]

�. Matrix ΦT is determined recursively per t as

Φt :=

[
0 Φt−1

B(t) Ψt

]
(15)

where Φ1 = B(1), Ψt := [Ψt,1, . . . ,Ψt,t−1], and

Ψt,l := D(t)

[
l−1∏
i=1

F(t− i)

]
K(t− l). (16)

Letting o := [o�(1), . . . ,o�(T )]� denote the sparse KT × 1
outlier vector, substituting ỹo = yo − o into (14) leads to

ΦTyo = ŷu +ΦTo. (17)

Exploiting the sparsity inherent to o, one can recover the

unknowns ŷu and o in (17), by solving a sparsity-promoting

regularized least-squares problem. Indeed, this is tantamount

to solving the following batch optimization problem

(P0) argmin
ŷu,o

1

2
‖ΦTyo − ŷu −ΦTo‖22 + λ‖o‖1. (18)

where the sparsity-promoting penalty is only applied with

respect to o, with the sparsity-controlling regularization pa-

rameter λ > 0. (P0) can be efficiently solved using several

off-the-shelf solvers, and details are omitted in the present

paper for brevity.



IV. APPLICATIONS

This section highlights two motivating practical applications

for prediction of spatial-temporal processes, using outlier-

contaminated observations.

A. Packet delay prediction in IP networks

Monitoring end-to-end packet delays in IP networks is

crucial for operators to assess network health, diagnose faults,

and plan for future upgrades. However, this is quite costly

as it amounts to monitoring every end-to-end path in the

network. In this case monitoring only a fraction of paths,

and predicting delays on the remainder is well motivated; see

e.g., [8], [10]. Consider a directed IP network encoded by

the graph G = (V , E), where V and E respectively denote

constituent node and link sets. Let P denote the set of end-to-

end paths, and define the corresponding cardinalities V = |V|,
L = |E|, and P = |P|. Define the binary routing matrix

R ∈ {0, 1}P×L
with entry (i, j)

rij =

{
1, if path i contains link j

0, otherwise.
(19)

Let xl(t) denote the queuing delay on link l at time t, and col-

lect per-link queuing delays into x(t) := [x1(t), . . . , xL(t)]
�.

Temporal random fluctuations observed in queueing delays

of typical networks can be captured via a random walk

model [10], that is,

x(t) = x(t− 1) + η(t). (20)

Define κ(t) := [κ1(t), . . . , κL(t)]
� where κl(t) captures the

propagation delay along link l. Actual path delays sum up their

constituent link delays, as encoded by R, leading to

ȳ(t) = R(x(t) + κ(t)) (21)

where ȳ(t) := [ȳ1(t), . . . , ȳP (t)]
�, and ȳp(t) denotes the

actual packet delay incurred by path p.

Suppose Po consists of the set of monitored paths, partition

ȳ(t) and R as ȳ(t) = [ȳ�o (t), ȳ
�
u (t)]

�, and R = [R�o ,R
�
u ]
�

respectively. Entries of ȳo(t) (resp. rows of Ro) are indexed

by Po, while those of ȳu(t) (resp. rows of Ru) are indexed

by P \ Po. Accounting for outliers, the observed path delay

measurements adhere to the measurement model in (5),

yo(t) = Rox(t) + ν(t) + ε(t) + o(t) (22)

where ν(t) = Roκ(t), and ȳo(t) = Rox(t) + ν(t). Unmoni-

tored path delay predictions {yu(t)}Tt=1 and outlier estimates

{o(t)}Tt=1 can be obtained by solving (P0) upon setting H = I
and Ao = Ro.

B. Load prediction in power grids

Modern power grids are equipped with meters that peri-

odically record electric power consumption at specific points

within the system, e.g., consumer premises and substa-

tions [11]. These measurements constitute the so-termed load
curve data, and are critical assets for facilitating operational

decisions in the envisioned smart grid system. However,

Fig. 1. Synthetic IP network with L = 15, and P = 56.

exhaustive monitoring of loads at all locations is a costly

proposition that may not be practical for most operators. It is

then of interest to monitor the load profiles at a few optimally

selected points, and then make predictions about profiles at

unmonitored locations. This approach hinges in an intrinsic

correlation in the load consumption of households in both

spatial and temporal domains. It should be also pointed out

that inferring missing data from a sub-set of measurements is

critical in order to gain full visibility of the power system state

in case of communication failures of the advance metering

infrastructure (AMI) [12]. In this context, it is important to

“cleanse” the data of measurement outliers that are often

attributed to unscheduled maintenance, leading to shutdown

of heavy industrial loads, weather constraints, holidays, and

major sporting events, to name a few [13].

Consider a power grid comprising L distribution transform-

ers, each serving a residential neighborhood (i.e., a group

of households). Let x(t) := [x1(t), . . . , xL(t)]
� collect the

transformer-specific load profile. Assume that x(t) adheres

to the random walk model (21). Most distribution systems

serve relatively homogenous regions with customers exhibiting

similar energy consumption patterns. Letting μ(t) capture the

contribution of this correlated spatial variability, then one can

model the total transformer load per t as

z(t) = x(t) + μ(t). (23)

Acquiring load measurements on a few transformers is tanta-

mount to selecting entries of z(t). Let the selection matrix S
comprise rows of the identity matrix I corresponding to indices

of selected entries in z(t). Incorporating measurement noise

and outliers, one obtains the following observation model:

yo(t) = S (x(t) + μ(t)) + ε(t) + o(t)

= Sx(t) + ν(t) + ε(t) + o(t). (24)

Similarly, load predictions and outlier estimates can be ob-

tained by solving (P0) with H = I and Ao = S.

V. NUMERICAL TESTS

A. Synthetic IP delay data

The robust KKF was tested on a synthetic network com-

prising 8 nodes and 15 directed links; see Figure 1. End-

to-end paths (P = 56) were identified using shortest-path

criteria, and R was accordingly constructed. Synthetic link
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Fig. 2. Heatmaps depicting both the observed delays (paths 1 to 5) and the
predicted delays on unobserved paths (paths 6 to 56) as well as the corruptive
effect of measurement outliers on KKF-based predictions.
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Fig. 3. Actual and estimated outliers with λ = 2.25.

delays (in milliseconds) were generated over T = 100 time

slots via (20), with η(t) ∼ N (0, σ2
ηI) and ση = 0.02. To

generate path delays, Cν was set to R�R/max
i,j

[R�R]ij ,

and ν(t) ∼ N (0,Cν). Using the criterion in [8], 10 paths

were selected, and R was partitioned into Ro and Ru.With

ε(t) ∼ N (0, σ2
ε I) and σε = 0.01, 10 outliers at known

locations were added to the observed path measurements.

Estimates of outlier locations and magnitudes were obtained

via the robust KKF. Upon removal of the identified outliers,

the ordinary KKF was run on the cleansed data to obtain more

accurate predictions.

Figure 2 compares prediction results from both the outlier-

agnostic KKF, and those obtained after outlier rejection with

the robust KKF (λ = 2.25). In this case, predictions by

the outlier-agnostic KKF are severely hurt by presence of

outliers. As demonstrated in the plots, presence of outliers
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Fig. 4. Mean predicted delays on unmonitored paths, highlighting the adverse
effect of outliers on the plain KKF.
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Fig. 5. Actual standardized loads (top) on unmonitored transformers, pre-
dicted transformer loads (middle), and identified outliers (bottom).

severely distorts the predictive performance of KKF, while

cleansing the data with the developed robust KKF leads to

predictions closely reflecting actual path delays. Figure 3 plots

outliers identified by the robust KKF against the ground-truth.

Remarkably, with λ = 2.25, the robust estimator is able to

successfully identify all known outliers.

Network operators are often interested in aggregate metrics

e.g., network-wide mean path delay. Figure 4 plots the mean

predicted path delays over unmonitored paths per t, compared

with the ground-truth averages. Clearly, predictions from the

robust KKF were more reliable in tracking the actual mean

path delay, as compared to the outlier-agnostic KKF, whose

profile exhibits spikes due to the presence of outliers.

B. Transformer load data

Real load data were measured from seven distribution trans-

formers located in Anatolia, California, over a 7-day period



in August 2012 [14]. With each transformer serving 10 − 12
houses, measurements were acquired every 5 seconds. For

this experiment, five of the transformers were designated for

load monitoring, and predictions were made for the remaining

unmonitored transformers. First, the load data were standard-

ized, and then empirical Bayesian estimates for the covariance

matrices Cν and Cη were evaluated along the guidelines

in [9]. This was accomplished by setting Cε = 10−3I.
Figure 5 plots heatmaps of predicted loads on the unmoni-

tored transformers, as well as the identified measurement out-

liers with λ = 0.015. The load predictions give a reasonably

accurate depiction of the true unmonitored loads. Moreover,

it turns out that identified outliers coincide with significant

spikes in the load data for the 5 monitored transformers.

VI. CONCLUSIONS AND FUTURE WORK

This paper developed a robust KKF for spatial-temporal pre-

diction, when the process measurements obtained at monitored

locations are contaminated by outliers. Leveraging sparsity

inherent to measurement outliers, a batch �1-norm regularized

least-squares estimator was put forth. Building upon standard

KKF recursions, it turns out that the resulting optimization

problem is convex, and can be readily solved by standard

off-the-shelf solvers. Experiments on synthetic IP path delays,

and transformer load data corroborated the effectiveness of

the advocated approach. This work opens up a number of

directions for future research. Recognizing the limitations of

batch estimators, an online robust KKF that is capable of

operating in real-time streaming settings will be developed.

Furthermore, a more efficient weighted least-squares estimator

that incorporates “kriging” error covariance information will

be derived.
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